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Abstract— A known weakness of Web Services is their vulner-
ability to Denial of Service attacks exploiting XML processing
characteristics. To protect Web Services from these attacks,
extended validation of SOAP messages—considering WS-Security
and WS-SecurityPolicy—is made. For SOAP security is message
oriented, the processing of the security content itself is vulnerable
to Denial of Service attacks. Hence, it is necessary to combine
WS-Security processing and DoS protection.

In this paper, we present our solution for WS-SecurityPolicy-
based policy decision within Web Service Firewalls. For this, we
give a technical description and an algorithm addressing major
parts of policy decision, as well as a proposal for enhancing
message signature identification. Further, we argue for advancing
protection of Web Services by improved policy enforcement. This
paper contributes to understanding the complexity of protecting
Web Services by security gateways.

I. INTRODUCTION

Web Services implement a new paradigm of distributed
communication called Service Oriented Architecture (SOA).
The recommended protocol [1] for communication is SOAP
[2], which is XML based and message oriented.

Web Services do not rely on transport level security like
SSL but security is needed anyway. The WS-Security standard
[3] defines extensions for SOAP messages to ensure integrity
and confidentiality [4]. Nevertheless, problems addressing the
availability of Web Services remain unconsidered. In addition
to common Denial of Service (DoS) attacks [5], Web Services
are vulnerable to DoS attacks exploiting XML processing char-
acteristics [6]. Examples for these attacks—aiming on service
availability—are Oversize Payload and Coercive Parsing [7].

In order to protect Web Services from attacks, use of WS-
Security and safeguard against DoS attacks is required. For
the WS-Security-enriched SOAP protocol is message oriented,
evaluating WS-Security requires processing the entire mes-
sage. Since processing the whole message is the main vulner-
ability of Web Services (and other XML-based communication
systems), integrating protection from DoS attacks into the WS-
Security processing is required. A solution for combining WS-
Security processing and DoS protection—implemented as a
firewall prototype—is presented in [8]. Fig. 1 shows the overall
architecture for this firewall.

Main problems for implementing this protection solution as
a firewall system are:

« efficient processing (regarding memory usage and pro-

cessing time) of SOAP messages, and

« defining the set of allowed SOAP messages for filtering
to exclude all malicious messages.

Efficient SOAP message processing inside a firewall system
is necessary to protect the firewall itself from being attacked.
Therefore, a complete event-based XML processing model [9]
was used to minimize memory consumption and processing
time. This includes efficiently processing XML Signature and
XML Encryption tokens combined with message validation.
An evaluation of the firewall prototype proofed a processing
runtime linearly dependent on SOAP message sizes and a
memory consumption independent of message sizes.

For each Web Service an interface definition (Web Service
description [10], WSDL) is published to define the set of
allowed messages. While this excludes some malicious mes-
sages, others can still pass (e.g. containing malicious content
within an encrypted blocks).

A Web Service server supporting WS-Security provides—in
addition to a Web Service description—a policy for describing
a server’s security requirements. This specifies e.g. which
SOAP message parts must be signed or encrypted. The spec-
ification for defining this policy is WS-SecurityPolicy [11].
A policy expressed with WS-SecurityPolicy (in the following
only named security policy) can be used to filter WS-Security-
enriched SOAP messages: only messages valid according to
the policy are forwarded (policy enforcement [12]). To achieve
policy enforcement, WS-Security elements inside the SOAP
message must be checked to meet policy requirements (policy
decision). WS-SecurityPolicy decision and enforcement raise
a number of problems. The major problems are discussed in
this paper.

The remainder of the paper is organised as follows. In
the next section the related work is presented. The prob-
lems of WS-SecurityPolicy decision are discussed in section
3. The following section propose improvements for WS-
SecurityPolicy enforcement. The paper closes with a summary
and an outlook. In the appendix a sample security policy and a
SOAP message can be found, illustrating problems regarding
policy decision.

II. RELATED WORK

Most research efforts regarding WS-SecurityPolicy cover
the security of the cryptographic protocol implicitly defined by
the security policy. These efforts examine WS-SecurityPolicys
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to be vulnerable to so called XML rewriting attacks. These
attacks base on the malicious interception, manipulation, and
transmission of SOAP messages fullfilling such a policy.

Bhargavan et al. [13] present a formal threat method—in
the above mentioned manner—for analyzing security policies.
How to detect known weaknesses in security policy and create
a tool helping to remove them is described in [14]. Mclntosh
and Austel [15] present a number of attacks exploiting incor-
rect use of signatures inside a SOAP message.

Thus, protection from these kinds of attacks is unsufficient
for protection of services from denial of service attacks. The
requirements for protection against DoS are much stronger.

On the other hand there are commercial products—Iike
IBM’s XML Security Gateway XS40 or Web Service En-
hancements for Microsoft NET (WSE)—supporting WS-
SecurityPolicy. Most of these products use their own policy
language for security modelling and can export policies using
WS-SecurityPolicy. This way, the implementations do not have
to bother with WS-SecurityPolicy specific characteristics for
policy enforcement. At our knowledge there are no existing
implementations working directly with WS-SecurityPolicy.

III. WS-SECURITYPOLICY DECISION

WS-Security [4] extends SOAP by defining security ele-
ments for ensuring confidentiality, integrity and authentication.
For this purpose, it reuses XML security standards like XML
Encryption [16] and XML Signature [17].

WS-SecurityPolicy [11] provides a syntax for defining a
policy for SOAP message security (respective WS-Security
elements). A security policy is composed from single asser-
tions combined by operators <wsp:Policy>, <wsp:All>
and <wsp:ExactlyOne>!. WS-SecurityPolicy defines a
number of assertions. The most important ones are Protection
Assertions, Token Assertions and AlgorithmSuite Assertions.

The process of checking if a WS-Security-enriched SOAP
message fulfills a security policy’s requirements, is called
policy decision. The first step of policy decision is to map the
security tokens inside a SOAP message to the corresponding
assertions in a security policy. The second step is checking
coherences within the security policy and other policy asser-
tions.

The focus of this section is the major problem of the deci-
sion process, namely mapping tokens and checking connected
coherences. Other details on policy decision can be found in
[18].

Mapping tokens (e.g. UsernameTokens, BinarySecurityTo-
kens) to the correct Token Assertions is discussed in the
following subsection.

A. Mapping Tokens

A Token Assertion (inside a security policy) claims the
existence of a security token (inside the SOAP message). By
default Token Assertions request tokens only by type, e.g. a
UsernameToken Assertion claims a token of type Username-
Token but not a specific username.

Identifying a token’s type is rather simple and part of the
token processing. Mapping a token to a Token Assertion via
its type highly depends on the type itself. Details needed for
mapping can be gained from the respective WS-Security Token
Profile. These details are out of scope of this paper and won’t
be further considered. In the following we treat mapping of
tokens by any type as solved.

A security policy may contain more than one Token As-
sertion for the same token type, especially if only one token
type is used (i.e. implemented, recommended or simply most
common).

Fig. 2 illustrates a common scenario of a business communi-
cation. A client is booking a flight and a car at a travel agency.
The booking, the voucher, the ticket, the booking confirmation
and orders are signed by the particular originator. For every
message path it is shown how many tokens are involved.
Usually these tokens are all of the same type, e.g. Kerberos
tokens or X.509 tokens.

In cases like these tokens mapping by type are ambiguous
and further criteria are needed. Therefore, it is necessary to

!For all examples containing XML code, the “standard” namespace prefixes
defined in the corresponding specifications are used.
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Common scenario of certified business communication

consider superordinate coherences regarding Token Assertion
with other Policy Assertions: namely Protection Assertions
defining which message parts are to be signed and encrypted
(e.g. <SignedParts> in figure 4), AlgorithmSuite Asser-
tions proclaiming allowed algorithms, SupportingToken Asser-
tions defining if and how tokens are signing each other, and fi-
nally Property Assertions like <sp:IncludeTimestamp>
and <sp:ProtectTokens>.
Sample superordinate coherences are:

o Each Token Assertion is linked to all Protection Asser-
tions and an AlgorithmSuite Assertion of the same scope.
This defines which content must be signed or encrypted
(by a token of that type) and which cryptographic algo-
rithms are involved.

o WS-SecurityPolicy requests timestamp signing for mes-
sage signature and recommends its signing for every sup-
porting token. <sp:IncludeTimestamp> indicates
the existence of a timestamp and hence this timestamp
must be signed.

o SignedSupportingToken Assertions claim signing of the
supporting token by the message signature.

As a conclusion, all superordinate coherences regarding
Token Assertion can be educed to three basic components:
token type, reference (to signed or encrypted content), and
algorithm suite. In the following we show a formal model for
describing WS-SecurityPolicy superordinate coherences.

Let P be a security policy expressed in WS-SecurityPolicy,
let 7T be the set of Token Assertions contained in P, let RY
be the set of references from all Protection Tokens in P and let
AP be the set of AlgorithmSuite Assertions in P. Let Sig" C
TP x RP x AT be the set of all superordinate coherences
according to signing and Enc?’ C TT x R x AT the set of all
superordinate coherences according to encryption. This means:
if (t,r,a) € Sig" then the policy P claims the signing of
reference r by a token mapped to the Token Assertion ¢ using
algorithms comform to the requirements of the AlgorithmSuite
Assertion a.

Sigf” can be built from the security policy P using the
following rules:

e Within <sp:SymmetricBinding> or <sp:Asym
metricBinding> respectively pick the contained To-
ken Assertion ¢ for message signature and the contained
AlgorithmSuite Assertion <sp:AlgorithmSuite> a:
For each reference r inside <sp:SignedParts> or
<sp:SignedElements> add (¢,7,a) to Sig”.

e Within each <sp:SupportingTokens>,
SignedSupportingTokens>, <sp:Endorsing
SupportingTokens> and <sp:SignedEndor
singSupportingTokens> for each  Token
Assertion t and the contained AlgorithmSuite Assertion
<sp:AlgorithmSuite> a (or the AlgorithmSuite
Assertion within the Binding Assertion respectively):
For each reference r inside <sp:SignedParts> or
<sp:SignedElements> add (¢,7,a) to Sig”.

e Within each <sp:SignedSupportingTokens> and
<sp:SignedEndorsingSupportingTokens> for
each Token Assertion ¢ and the AlgorithmSuite Assertion
a within the Binding Assertion: add (ts;g4, 7+, a) to Sig”,
with tg;, Token Assertion for message signature and 7;
reference to the token mapped to .

e Within each <sp:EndorsingSupportingTokens>
and <sp:SignedEndorsingSupportingTokens>
for each Token Assertion t and the contained
AlgorithmSuite Assertion a (or the AlgorithmSuite
Assertion contained within the Binding Assertion
respectively): add (t,7rsi,a) to Sigl, with rg;
reference to the token mapped to Token Assertion for
the message signature.

o If the [Timestamp] Property is set, for each token
t: add (t,rrs,a) to Sigl’, with rpg reference to
<wsu:Timestamp> and a applying AlgorithmSuite
Assertion.

o If the [Token Protection] Property is set, for each token
t: add (tsig,rt,a) to Sig”, with r, reference to token
mapped to the Token Assertion ¢, tg;, Token Assertion
for message signature and a AlgorithmSuite Assertion
within the Binding Assertion.

<sp:

Enc® can be built from the security policy P using the
following rules:

e Within <sp:SymmetricBinding> or <sp:Asym
metricBinding> respectively pick the contained To-
ken Assertion ¢ for encryption and the contained Algo-
rithmSuite Assertion <sp:AlgorithmSuite> a: For
each reference r inside <sp:EncryptedParts> or
<sp:EncryptedElements> add (¢,7,a) to Enct.

e Within each <sp:SupportingTokens>, <sp:
SignedSupportingTokens>, <sp:Endorsing
SupportingTokens> and <sp:SignedEndor
singSupportingTokens> for each  Token
Assertion t and the contained AlgorithmSuite
Assertion <sp:AlgorithmSuite> a (or the
AlgorithmSuite Assertion contained within the Binding



Assertion respectively): For each reference r inside
<sp:EncryptedParts> or <sp:Encrypted
Elements> add (¢,7,a) to Encl.

o If the [Signature Protection] Property is set, for each
Token Assertion ¢ having a claim to sign something: add
(tBnes Tsig,, @) tO Enc? , with tg,,. Token Assertion for
encryption within the Binding Assertion, a Algorithm-
Suite Assertion within the Binding Assertion and 74,
reference to the signature of the token that is mapped to
the Token Assertion ¢.

Analogue, let M be a WS-Security-enriched SOAP message
to be check against P, let T be set of tokens contained in
P, let RM be the set of references to elements contained in
M, let AM be the set of algorithm groups in M—containing
all necessary algorithms of a specific cryptographic operation
(e.g. all transforming, hashing and signing algorithms for a
given signature). Let Sig" C TM x RM x AM be the set of
all signed fragments and Enc™ C TM x RM x AM the set
of all encrypted fragments (each with encrypting token and
involved algorithms).

These four sets (Sig”, Enct, SigM™, EncM) can be used
for mapping message tokens to Token Assertions. In detail
these can be computed using the Policy Token Mapping
Algorithm (PTMA):

o Check if [TM| = |TT|. Let n := |TM| = |T”

(M MY and TP = {#F, ... P
o Check every possible mapping of [T | to |T'*'|: For every
permutation 7 of {1,...,n} and for each i € {1,...,n}:
1) Check if token t} has type claimed by token
assertion 7.
2) Let ZM = {(rM oM) | (tM M o) € SigM
and ZF = {(rP,aF) | (tf(i),rp,ap) € SigP%
(the reference/algorithm pairs for the token ¢} and
the Token Assertion ¢ )-
3) Check if |ZM| = |ZP|
4) Check for each (rM a™M) € ZM if there exists a
(rP,a?) € ZF with r¥ = r™ and o™ C aF.
5) Let ZM = {(rM a™) | (tM,r™ aM) € Enc™
and ZF = {(rF,a?) | (tf(i),rp,ap) € EncP%
(the reference/algorithm pairs for the token ¢t} and
the Token Assertion tf(i)).
6) Check if |ZM| = |ZP|
7) Check for each (rM aM) € ZM if there exists a
(rP,a?) € ZP with r¥ = r™ and o™ C aF.

An upper bound for the algorithm’s runtime is given by
o(|T™||TP|(|SigM| + |Enc™|)(|Sigf’| + |EncP|)). The
“maximum requirement” limitation proposed in section IV im-
plies |Sig?”| < |Sig"| and |Enc?| < |Enc™|. Additionally,
|TM| < |SigM| + |EncM| and |TF| < |SigF| + |EncP].
Hence, the algorithm’s runtime is O((|Sig”| + |Enc’|)*),
which means that it is limited only by the policy and not by
the message. Thus, the mapping algorithm can not be exploited
by attacks using a large number of security elements.

The PTMA is used inside the firewall system presented in
the introduction. As the firewall works completly event-based,

™ =

the algorithm had to be adapted:

o While reading the SOAP message header the sets Sig™
and EncM are created:

— for every newly read token tM, check if there exists
a Token Assertion t¥ € TP and if TM < TP,

— for every signed fragment the triple (t™,r™ aM)
is added to SigM , with t™ the token used for
signing, ™ the fragment’s X-Path reference and a
the algorithms used in the corresponding signature
element.

o At the end of the SOAP message header:

— for every tM € TM: let OM be the outstanding
references for token t* —i.e. the header contains a
signature element using the token ¢ but not the
fragment signed by this signature.

— run PTMA with the following modification: step 3):
“Check if |ZM| + |OM| = |ZP|”; step 4) omited,
step 6) “Check if |ZM| < |ZP|; step 7) omited

o While reading the SOAP message body:

— for every signed fragment the triple ( a
is added to Sig™, with t* the token used for
signing, ™ the fragment’s X-Path reference and a™
the algorithms used in the corresponding signature
element.

— for every encrypted fragment the triple ( a
is added to EncM, with t™ the token used for
decrypting, 7™ the fragment’s X-Path reference and
aM the involved algorithms.

— for every signed or encrypted fragment run PTMA
as at the end of the message header.

o At the end of the SOAP message: run PTMA (without
modifications).

tM,T]V[, M)

tM,TM, M)

As superordinate coherences have been used for creating
Sigl’, EncP, Sig"™ and Enc™, the mapping algorithm shown
above simultaneously checks all superordinate coherences
regarding Token Assertions. This eases the major part of the
decision process.

A not yet discussed problem of policy decision is message
signature identification. This is argued in the following sec-
tion.

B. Message Signature Ildentification

The message signature as claimed by WS-SecurityPolicy
is the central signature of a WS-Security-enriched SOAP
message and is created by the message’s originator. In the
section above the mapping algorithm of tokens to Token
Assertions does not differentiate between supporting tokens
and tokens regarding the message signature. If the claims (i.e.
the algorithms and signed parts) for supporting tokens and
message signature tokens resemble, this mapping is ambigu-
ous. The following example illustrates such a situation.

In the appendix the listings 2, 3 and 4 show an example
for equal claims on the token for the message signature and
a supporting token. Each token must be a X.509 token of
the same version, signing the SOAP body and the timestamp



with the same algorithm suite. Referring the creation rules
for Sig? they both will create equivalent sets of triples, only
discriminable by the Token Assertion. If a token maps to one
of these Token Assertions, it also maps to the other Token
Assertion.

To solve this problem, every token t* € TM and re-
spectively every Token Assertion t© € TP is extended by
a flag indicating if it is used for message signature or not. For
Tokens Assertions this can be derived from the security policy.
However, the message signature token is not emphasised
within a SOAP message.

Consequently, mapping tokens to Token Assertions—the
major part of policy decision—depends on unambiguously
identifying the message signature. In general this is not given,
shown by the following example.

Listing 5 contains a SOAP message with two signatures and
two X.509 tokens. Both signatures are signing the SOAP body
and the timestamp using the same algorithms. It is undecidable
which signature is the message signature. In both ways the
message will be valid to the security policy given in listings
2, 3 and 4.

Motivated by this observation, the message signature identi-
fication is not definite, resulting in a chance for DoS attacks. A
common strategy preventing attacks by non-authorised clients
is to authenticate the message sender before further processing
[19]. For applying this strategy to SOAP messages the message
signature must be identified. Hence, additional criteria are
needed to clearly identify the message signature. WS-Security
only gives a weak hint on identifying the message signature?.
Thus, it is necessary to emphasise the message signature. For
general purpose this should be claimed by the security policy.
Possible solutions are:

o claiming exclusive algorithms for the message signature
token,

« claiming an exclusive token type for the message signa-
ture token, or

o claiming an exclusive signed element for the message
signature token.

While exclusive usage of algorithms or token types would
highly restrict the usage of other tokens, extending the message
signature by an exclusively signed element does not—provided
that no other token ever needs to sign this element. Conse-
quently, this element can not be a common signed element
(particularly not an element inside the security header or
inside the SOAP body). Additionally, it should be an element
commonly used in SOAP messages to ensure interoperabil-
ity. Good candidates are elements from the WS-Addressing
standard [20].

As <wsa:Action/> is required for WS-Addressing and
can only be created by the message originator, it is the
best candidate to always and exclusively be signed by the
message signature. This way, definite identification of the

2For signature confirmation <wssell:SignatureConfirmation> is
exclusively signed by the message signature, but this is optional and applies
only to responses to initiator’s messages.

message signature can be guaranteed by adding the following
assertions within the message subject of the security policy.
The additional policy assertions are shown in listing 1.

<sp:SignedParts>
<sp:Header Name="Action"
Namespace="http://www.w3.0rg/2005/08/addressing"/>
</sp:SignedParts>

<sp:RequiredElements>

<sp:xPath>/Envelope/Header/Action[namespace="http:/
/www.w3.0rg/2005/08/addressing"</sp:xPath>
</sp:RequiredElements>

Listing 1. Policy assertions for WS-Addressing signing

With message signature identification solved, the mapping
algorithm is deterministic, enabling the WS-SecurityPolicy
decision.

IV. IMPROVING WS-SECURITYPOLICY ENFORCEMENT

By enforcing a security policy inside a security gateway (i.e.
non-policy-valid messages are rejected), Web Services can be
protected from attacks using malicious messages [8]. Despite
doing this, possibilities for DoS attacks still remain.

An important class of DoS attacks are called Resource
Exhaustion. Resource Exhaustion attacks aim on consuming
the resources necessary to provide the service (i.e. network
bandwidth, memory and computation resources).

Attacks consuming a service’s complete network bandwidth
are indeed very hard to affect, usually only as Distributed
Denial of Service attack (DDoS). For XML based protocols
like Web Services, attacks consuming a service’s memory
are much easier (in [6] concrete attacks on .NET and AXIS
servers are presented). This is a result of the processing
method for XML documents. Inside a Web Service a SOAP
message is converted to an internal representation—often a
tree-like structure—which is much larger than the original
message, for example in a DOM [21] tree representation
a document scales by factor 5 to 40 (depending on XML
structure). Furthermore, creating and processing this structure
also produces computation costs.

The observations above demonstrate the importance of
restricting a SOAP message’s size for protection from DoS
attacks. It is not reasonable to measure and limit the serialised
message. As the in-memory size strongly depends on the
message’s XML structure, it is necessary to restrict XML
structure itself (e.g. XML tree depth, number of elements
inside sequences, size of simple type content).

For functional aspects the Web Service Description plus
some heuristic modifications can be used for restricting SOAP
messages. Security (non-functional) requirements of a Web
Service—defined by a security policy—can be used for re-
stricting security elements in SOAP messages.

However, WS-SecurityPolicy only defines a minimum set of
security tokens. An attacker may add an unbounded number
of additional tokens to a SOAP message, engaging the service



or—if existing—the firewall in costly cryptographic computa-
tions and forcing high memory consumption.

To avoid this, we propose to consider the requirements
from the WS-SecurityPolicy document not only as a minimum
requirement, but also as a maximum requirement. This means,
a SOAP message must contain all required security tokens
and no further tokens not specified by the security policy.
Only SOAP messages fulfilling this condition are forwarded
by a WS-SecurityPolicy-aware firewall, all other messages are
discarded.

The question remains, if limiting the number of tokens
restricts the functionality of the Web Service; this is not the
case. A Web Service client adds security elements by using
the server’s security policy. All security needs of the server
are covered by the “minimum requirements” defined inside
the security policy. There is no need to add additional security
elements: as the server does not expect them, they are normally
not processed. On the other hand, if the the security needs of
the client are not covered by the security policy, the client is
supposed to abort the service invocation.

Even in a scenario with multiple targets (e.g. SOAP in-
termediaries) the “maximum requirement” limitation is ap-
plicable. In this case, the SOAP message has separate
<wsse:Security> header blocks for each target [3]. Thus,
a Web Service firewall only analyses the appropriate header
and ignores the remaining ones. For these headers memory
usage and processing time is negligible. Malicious elements
within omitted <wsse: Security> headers are not detected
at this point, but at the corresponding actor’s firewall.

V. SUMMARY AND OUTLOOK

WS-SecurityPolicy enforcement can be used inside a Web
Service firewall to assist in protection from Denial of
Service attacks. This paper presents which problems WS-
SecurityPolicy decision induces and how to modify the policy
enforcement to improve DoS protection.

For policy decision a technical description and an evalu-
ation algorithm for token mapping is given. The algorithm
combines token mapping with checking token-linked coher-
ences inside the policy. This way, the problem of ambigious
token mapping is solved. Additionally, a proposal for signing
<wsa:Action> from WS-Addressing by message signature
is presented. This solves the problem of identifying the mes-
sage signature, also needed for definite token mapping.

Finally, a suggestion is made to take policy requirements
not only as minimum but also as maximum constraints. This
modification of policy decision improves policy enforcement
regarding protection from DoS.

For now, we have achieved decision and enforcement for
WS-SecurityPolicy. For futher improvement of Web Service
protection by a security gateway, additional requirements—
which are out of the scope of WS-SecurityPolicy—must be
taken into account. This includes access control, coordinated
with WS-SecurityPolicy. There is also an open issue for state-
ful checking and integrating composed Web Service scenario,
e.g. WS-BPEL [22].
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APPENDIX

<wsp:Policy>
<sp:SymmetricBinding>
<wsp:Policy>
<sp:ProtectionToken>
<wsp:Policy>
<sp:X509Token>
<wsp:Policy>
<sp:WssX509V3Tokenl0/>
</wsp:Policy>
</sp:X509Token>
</wsp:Policy>
</sp:ProtectionToken>
<sp:AlgorithmSuite>
<wsp:Policy>
<sp:TripleDesRsalb5/>
<sp:InclusiveCl4N/>
</wsp:Policy>
</sp:AlgorithmSuite>
<sp:Layout>
<wsp:Policy>
<sp:Strict/>
</wsp:Policy>
</sp:Layout>
<sp:IncludeTimestamp/>
</wsp:Policy>
</sp:SymmetricBinding>
</wsp:Policy>

Listing 2. Example Endpoint Policy

<wsp:Policy>
<sp:SupportingTokens>
<wsp:Policy>
<sp:X509Token>
<wsp:Policy>
<sp:WssX509V3Tokenl0/>
</wsp:Policy>
</sp:X509Token>
<sp:SignedParts>
<sp:Body/>
</sp:SignedParts>
</wsp:Policy>
</sp:SupportingTokens>
</wsp:Policy>

Listing 3. Example Operation Policy

<wsp:Policy>
<sp:SignedParts>
<sp:Body/>
</sp:SignedParts>
</wsp:Policy>

Listing 4. Example Message Policy

<env:Envelope>
<env:Header>
<wsse:Security>
<wsu:Timestamp Id="timestamp">
<wsu:Created>
2006-08-04T21:20:00Z
</wsu:Created>
<wsu:Expires>
2006-08-04T21:21:00Z
</wsu:Expires>
</wsu:Timestamp>
<wsse:BinarySecurityToken
ValueType="wsse:X509v3"
Id="X509Tokenl">
MIICKD...

</wsse:BinarySecurityToken>
<wsse:BinarySecurityToken
ValueType="wsse:X509v3"
Id="X509Token2">
cNAQEF'. ..
</wsse:BinarySecurityToken>
<ds:Signature>
<ds:SignedInfo>
<ds:CanonicalizationMethod .../>
<ds:SignatureMethod
Algorithm="...#rsa-shal"/>
<ds:Reference URI="#body">
<ds:DigestMethod
Algorithm="...#shal’’/>
<ds:DigestValue>
XJb01lm. ..
</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#timestamp">
<ds:DigestMethod
Algorithm="...#shal"/>
<ds:DigestValue>
LyLsFO. ..
</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
HplZkm. ..
</ds:SignaturevValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#X509Tokenl"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
<ds:Signature>
<ds:SignedInfo>
<ds:CanonicalizationMethod .../>
<ds:SignatureMethod
Algorithm="...#rsa-shal"/>
<ds:Reference URI="#body">
<ds:DigestMethod
Algorithm="...#shal"/>
<ds:DigestValue>
4bHplzZ. ..
</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#timestamp">
<ds:DigestMethod
Algorithm="...#shal"/>
<ds:DigestValue>
94hPid4. ..
</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
FZ/2kQ. ..
</ds:Signaturevalue>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#X509Token2"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
</env:Header>
<env:Body wsu:Id="body">

</env:Body>

</env:Envelope>

Listing 5. Message with two 'non-discriminable’ Signatures



