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Abstract— A network protocol can exhibit abnormal behaviour A byproduct of these scans can be significant quantities of
as a consequence of an attack and still behave according to itSARP broadcast traffic caused by a host trying to determine

functional specification. For example, a protocol engine could be e |ink-layer address of hosts it intends to port scan for
transmitting well-formed messages in the order defined in its vulnerabilities

specification, but at a significantly greater than expected rate.
Abnormal behaviour could occur because a protocol is being An analysis of the ARP protocol under such conditions
used to directly orchestrate an attack (for example, a TCP SYN g presented in [2]. The analysis shows that infected hosts

attack) or as a byproduct of one (for example, the ARP protocol . : : ]
during the propagation of malware). In this abstract, we describe generate traffic at an alarmingly high average rate (approx

a new research initiative that will investigate how to detect this imately 1639 requests per second), S_equentially scan a net-
abnormal protocol behaviour caused by network attacks. work’s address range, and can potentially cause a significan
We believe that an understanding of a protocol’s normal degradation of service on an affected network. This is not

operational behaviour, in addition to its functional specification, desijrable behaviour, yet the ARP protocol is acting acowydi
can be an essential tool when designing, implementing, and spec-

g e o to specification.
ifying parameters for network attack monitoring and mitigation
systems. Here, we present an overview of some of the issues Also, in [2] a relatively simple way to control this problem
related to specifying the normal behaviour of a protocol and s proposed that involves network switches probabiligfica
suggest how one could be used, for example, with hooks into 4r5nning ARP requests from misbehaving hosts. Simulations
end-system network stacks, to identify anomalous behaviour. . S -
of the scheme using real ARP traces highlighted non-trivial
|. INTRODUCTION problems that were associated with the operational betavio
Network protocols can be used to facilitate attacks O(I)’lf the ARP protocol. It was found that a network's ga’Feyvay
. : router can generate a relatively large amount of ARP traffic (
networked services. One way of carrying out an attack is

to manipulate the functional behaviour of a protocol. F(gomparlson to end-systems), and could be adversely affecte

e the dropping mechanism if additional measures were not
example, have a protocol not behave to specification B% .
e t in place.
sending incorrect messages that are out of order or malthrm o
A TCP Christmas Tree scan is a good example of this, wherel0 sSummarise, in the context of network attacks, anomalous
malformed TCP packetsare used to discover open ports of€haviour of network protocols can occur because they are
end-systems. In a number of cases, network protocols canfi§"g used directly in an attack (for example, a TCP SYN
used in attacks and still behave to specification. An examgiack [3]) or as a byproduct of an attack (for example, ARP
where a protocol is behaving to specification and is being,us®€haviour during malware propagation). There are threémai
indirectly in this case, in an attack is the Address Resmiuti Ways in which anomalous behaviour of network protocols
Protocol (ARP) during the dissemination of malware, such §8n manifest — stochastically (for example, abnormal rates
network worms [1]. of protocol messages being transmitted), the distributibn
For malware to propagate they must discover new vulnergdlues in protocol messages (for example, sequential ssidre
ble hosts. The algorithms used to disseminate malware off@ns). and incorrect protocol operation.
bias their search for new targets to the same network as thé\ protocol’s functional specification (for example, for an
currently infected host. The inference is that other hostthe Internet protocol its RFC) can be used as a guideline when
network will be under the same administrative control anlil widesigning and implementing systems that monitor and cbntro
therefore be vulnerable in the same way. Consequentlys hdsicorrect operation. We propose that a specification of &opro
that are infected perform aggressive scans of the localarktw col’'s normal operational behaviour, in addition to its ftianal
specification, could be an essential tool when designing and
_1In a TCP Christmas Tree Scan, messages are sent to all ports st a barameterising systems, such as the dropping mechanism
with all flags set FIN, SYN RST PSH ACK, andURG) in order to elicit a . . . ,
described earlier, that monitor and control a protocol’s-no

RSTmessage for every closed port. Consequently, the open porés st ) :
can be determined. functional anomalous behaviour.



Il. SPECIFYING THEOPERATIONAL BEHAVIOUR OF

NETWORK PROTOCOLS Viewpoint

The first step in the process of describing a protocol's nor- 7T T N N
mal behaviour, shown in Fig. 1, is to understand its opemnatio Views
context. This can be done during the conception of a new 2 | N
protocol or retrospectively for one that is currently sfiedi. A ncarming ‘Address
number of techniques could be used to understand a pratocol’ 7 777777777777777 777777777777777
operational context — for example, combinations of modgl]li
simulation, or observation on testbeds or operational OISV Fig. 2.  An example set of viewpoints, views, and features fer ARP
could be used. The ideal approach is to observe a protocolmetocol
an operational network with real usage patterns. Howeles, t
may not be possible for technical or organisational reasons
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a base specification for a protocol based upon the capabiliti

of their devices. This might, for example, be useful if a new
product becomes available that can handle larger data rates
or enable traffic monitoring in a way that was previously not
possible.

Another way in which a base specification could be ex-
tended is through the definition of thresholds for feature
values. These thresholds could be used to define the severity
associated with deviating from normal behaviour, whichldou
Fig. 1. The processes involved in specifying the operatibehaviour of be used to influence the mitigation strategies for a miskagav
network protocols protocol. For example, if a set of hosts are sending ARP

requests just above the normal rate, an event could be tedge

It will be important that a protocol is observed from 40 notify a network administrator. However, if the rate is
number of differentviewpoints A meaningful viewpoint is a Significantly higher than the norm, such that a degradation
point of observation where different protocol operation be of service could occur, the offending hosts could be blocked
seen if theviewis changed. As mentioned in the ARP exampl@t their nearest managed switch.
earlier, a network’s gateway router under normal condition We believe there are a number of ways a specification of
generates significantly more request traffic than a standdyermal protocol behaviour could be used for network attack
host, which lead to problems with the dropping mechanisrfonitoring and mitigation. A clear specification of a praite
Here, the viewpoint is the device type and the set of views fghaviour from a number of viewpoints and views could be
the different devices. Other viewpoints could include tineet Used to aid the design and the specification of parameters for
of day, the topological location of a device, or the undexdyi Novel network attack monitoring and mitigation systems.
link type. An important consideration for this researchds t Furthermore, we will investigate potential specification-f
understand what are the meaningful viewpoints. mats that are machine readable, which could be compiled into

Having gained an understanding of the operational contgxies for firewalls or packet filters for monitoring systems.
of a protocol, the next step is to describe it. We envisage tHzor example, a monitoring system developed on the LARA++
abase specificationf a protocol’s behaviour may in the firstprogrammable edge router [4] could use an operational spec-
instance be defined by standardisation bodies, for exampfigation. LARA++ enables packet filters to be registered by
The base specification will define the relevant viewpointd arctive components and ensures packets that match filters are
associated views. It will also define tifeaturesthat make up delivered to a component. In this scenario, the types ofgtack
a view (such as message rate or relevant protocol messtt give a measure of normal behaviour, which are described
fields) that can be used to identify normal behaviour. THe a specification, could be filtered to active components$ tha
base specification may define expected values for featuresgck features such as protocol field values or message rates
or describe functions that can be used to determine valufsabnormal behaviour is detected, appropriate actionabel
For example, a function could be specified that yields taken using other active components, for example.
normal ARP request rate for a network based upon its sizelt may also be possible for elements of a specification
The relationship between viewpoints, views, and features do hook into modified protocol stacks on end-systems that
demonstrated in Fig. 2, with an example for the ARP protocahonitor and control the behaviour of network protocols. The

It should be possible to tailor a base specification. Oaim would be to enable systems to determine when they are
ganisations may, based upon policies, wish to define loc@nding messages as a consequence of malicious software (in
values for different features, or change the set of viewgsoirother words, determine which messages are bad) and perform
and views in a way that is relevant to their local contexsome form of local control of a protocol's behaviour. For
Furthermore, equipment vendors may wish to extend or adjestample, it should be possible for a system to determine that
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it is conducting a sequential scan of a network and localtp detect anomalous behaviour should use machine learning
drop messages that are part of that scan. techniques to detect and mitigate such side effects. This re
One way of implementing such a scheme would be &earch is being carried out as part of a larger researchtinéi
introduceaspectg5] into the protocol stack of end-systemsthat is taking a complete systems approach to buildingieesil
Aspect-oriented programming techniques allow program segetworks [6].
ments that addressoss-cutting concernén this case, proto- IV. CONCLUSION
col behaviour monitoring) to beroveninto parts of a program )
that implement its core functionality (here, the implenatioin Protocols can exhibit abnormal behaviour as a direct or in-
of the protocol engine). The operational specification of @rect consequence of network attacks and still behaveeto th

protocol could be used to provide arguments for aspects tfidictional specification. We propose that an understanding
monitor its operation. of the normal non-functional (or operational) behaviouraof

For a number of reasons, it should be possible for suRrotocol could be used to detect such abnormal behaviour and

ably privileged entities (machine or human) to modify &herefore the activity of an attack. For example, a spetifina
specification of normal behaviour. For example, new deyice?f normal protocol behaviour could be used to specify pa-
applications, or associated protocols may change the norfneters for monitoring systems, such as modified end+syste
operational behaviour described in a specification. Also, @twork stacks that perform stochastic and protocol fielde/a
description may be ill-specified from the outset, causirgpin distribution checking, to detect anomalous behaviour.
propriate control and mitigation actions to be taken. Wd wil Specifying protocol behaviour is non-trivial and in this
investigate how such problems can be discovered and how &hstract we have discussed some of the issues associaked wit
necessary changes to a protocol’s specification can be madifinis. As was demonstrated by the example ARP dropping

in an automatic way. mechanism and its effect on a network’s gateway router, it
is essential to specify a protocol from a number of different
I1l. DiscussioN viewpoints. We will investigate what are the meaningful sfet
This abstract describes a new research initiative; theze &fewpoints and which protocols best illuminate attackatyti
a number of open issues. A key contribution of this work will be a machine readable

It is not clear at which protocol levels a specification oformat that can be used to describe a protocol’s behavioar. W

normal behaviour could be most useful. For example, is thdll investigate how such a format could be used in network
specification of overlay protocol behaviour the most suétabattack and mitigation systems.

way to detect and mitigate attacks caused by overlay-based
applications, or is it sufficient to capture the normal betiawv o ,
of lower-level protocols to address these forms of attack? APaul Smith is supported by Telekom Austria AG. The
specification of a low-level protocol could be used to dete@Hthors are grateful to Linlin Xie and James P.G. Sterbenz
the anomalous behaviour of a number of higher-level egtitid®" discussions on resilient networking concepts that have
for example, or vice-versa. contributed to this abstract. Furthermore, we acknowleatige

Capturing and specifying theompletebehaviour of network Work of Dadi Armannsson, Gisli Hjimyysson, and Laurent
protocols is a potentially fruitless task. For example,sider Mathy on controlling the effects of anomalous ARP behaviour
capturing the complete behaviour of the IP protocol fromyeveWh'Ch has provided an invaluable case study for this new line
viewpoint and view — this would be practically impossiblelan®©f research.
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