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Abstract— Currently, flow-level anomaly detection systems get
widely deployed in ISP networks to provide fast detection in
case of large-scale anomalies such as worms, denial-of-service
attacks, or flash crowds. Unfortunately, benchmark evaluation
traces which would allow for systematically evaluating these
anomaly detection systems are not available to neither research
nor industry.

In this paper, we identify three major problems that hinder
a systematic evaluation of flow-level anomaly detection systems.
(1) Only very few backbone traffic traces are available to the
research community due to privacy concerns of ISPs and their
customers. (2) Available traces do not contain anomalies of
varying intensities which are required for assessing the sensitivity
of anomaly detection systems. And (3) available traces do not
contain annotated anomalies, also referred to as ground truth.
We discuss existing approaches that aim at overcoming these
three problems, and identify their drawbacks.

We propose an alternative approach for generating benchmark
evaluation traces, namely synthetic generation of flow-level traffic
traces, and discuss why and how this approach can provide a
solution to the identified problems. The two main challenges
with such an approach are to define normal and anomalous
network behavior, and to find realistic models describing normal
and anomalous traffic at the flow level. We discuss our ideas
for defining normal and anomalous traffic, and specify the
framework for a novel flow traffic model targeted at anomaly
detection. Finally, we provide an initial design for a synthetic
flow trace generator.

|. INTRODUCTION

Recent events have shown that benign and malicious anoma-
lies such as flash crowds, network outages, worms, and denial-
of-service attacks have the potential to disrupt critical ser-
vices and infrastructures. Motivated by the observation that
detection at the network edge is not well-suited for containing
such large-scale attacks, several anomaly detection systems
for backbone networks have been developed. These systems
operate on data aggregated at the flow level, e.g., using Cisco
Netflow [15], since inspecting single packets is not feasible
on high-speed backbone links.

Backbone anomaly detection systems come in two flavors:
anomaly-specific detection systems such as [9], [16], [4],
and more holistic anomaly-diagnosing systems such as [6].
In general, anomaly detection systems work by building a
baseline model for normal network operation, based either on a
training period or on expert-knowledge. The observed behavior
of a system is then sequentially compared to this baseline
model; and if the deviation between observation and baseline
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in one interval exceeds a certain threshold, this interval is
flagged as anomalous.

So far many different algorithms have been proposed for
building the baseline model and for computing the deviation.
The diversity of metrics used for anomaly detection, however,
is rather limited due to the fact that flow records provide only
a restricted set of information. Metrics which simply count
observed traffic features such as bytes, packets, flows, unique
IP addresses or ports are most common today; but recently,
aso more complex metrics based on distributions of traffic
features such as entropy have been proposed.

In contrast to the vast amount of anomaly detection systems
proposed, the effectiveness of these systems has not been well-
investigated. Today, common practice for evaluating anomaly
detection systems is to show that a system is capable of
detecting afew specific anomalies using one or very few traffic
traces. Such simplistic evaluations, however, are not suitable to
answer more general questions like: Which metric is best for
detecting a specific anomaly? Which components of normal
traffic are responsible for false positives? How sensitive is a
specific detection system, and what is the penalty of increasing
it's sensitivity? Are there general rules for identifying the
optimum threshold for a specific metric or detection system?

We argue that in order to answer these questions, systematic
evauations based on benchmark traffic traces are required.
Unfortunately, such benchmark traffic traces are not available
today. We see mainly three unresolved research problems
which are responsible for this situation:

« Privacy-concerns: Traffic traces are not made available to
the research community due to privacy-concerns of 1SPs
and their customers. Existing approaches for anonymizing
privacy-sensitive information in the traces, have not been
successful in overcoming this problem.

o Anomaly variability: The few available traces contain
only alimited set of anomalies with fixed intensities. Cur-
rent approaches of anomaly injection in existing traces,
or scaling of existing anomalies in traces provide only a
partial solution to this problem.

« Ground Truth: Available traces do not contain annotated
anomalies, also referred to as ground truth. Current
approaches such as manual anomaly labeling or labeling
through reference systems provide only limited or biased
ground truth.

Since anonymization, modification, and annotation of real



traffic traces fail in generating benchmark evaluation traces,
there is a clear need for an alternative approach. We believe
that synthetic generation of benchmark traces has the potential
to address the three identified problems. We envision a syn-
thetic trace generation system that produces normal flow traffic
according to a baseline model, and anomalous flow traffic
based on a variety of anomaly models. However, the challenge
with generating synthetic flow-level traces is twofold: Firstly,
we need to define what is considered norma and anomalous
network behavior, and secondly we need to find the appropriate
norma and anomalous traffic models. We propose an event-
driven approach for defining normal and anomalous network
behavior, and specify the framework for a novel flow-based
network traffic model targeted at anomaly detection.

The rest of the paper is structured as follows. In Section
Il we discuss drawbacks of current approaches that try to
address privacy-concerns, anomaly variety, and ground truth
in real traces. In Section |11, we introduce our novel approach
for generating benchmark evaluation traces. In Section 1V,
we discuss related work, and, finaly, in Section V we will
conclude.

Il. DISCUSSION OF CURRENT APPROACHES

In this Section we introduce current approaches which aim
at addressing privacy-issues, anomaly variability, and ground
truth in real traces. We argue that the proposed approaches are
not capable of completely solving the identified issues, and
thus are not viable candidates for generating benchmark flow
traces for evaluating backbone anomaly detection systems.

A. Approaches addressing privacy-concerns

The most obvious approach for studying anomalies would
be to conduct measurements in real backbone networks since
these provide diverse network environments as well as a
diverse set of anomalies. The problem with traffic traces from
commercial networks, however, is that they are not made
available to the research community due to privacy concerns
of ISPs and their customers. Consequently, only very few
researchers have access to traces of commercial networks, and
those researchers that have access are limited in the research
they can conduct and the results they can publish. Besides that,
there are a few research networks (most notably [1] and [2])
which make traffic traces available to the research community.
However, these available traffic traces are not complete: they
are sampled at very high rates (such as 1 out of 1000) and
often additionally anonymized. Hence, they are only of limited
use for systematically evaluating anomaly detection systems.
Moreover, it is known that traffic characteristics in research
networks do not necessarily reflect those of real networks.

Anonymization is the most common approach to deal with
privacy concerns in any real-world dataset. In flow-level data,
it is primarily the IP addresses which can reveal privacy-
sensitive information. Different approaches for IP address
anonymization in traffic logs, including novel methods which
allow for prefix-preserving anonymization of IP addresses,
are discussed in [10]. However, even when IP addresses

are perfectly anonymized, flow-level data still reveas other
information - which can be used by adversaries for attacks,
or which is of interest for competitors. Preventing this leak
of sensitive information requires even further anonymization
of traffic traces. The problem with further anonymizing data
is, however, that this not only removes privacy- or business-
sensitive information from the traces but also information
which is important and valuable for research. Optimizing this
anonymization trade-off is still an open research issue [11],
[7]. Finally, the hardest challenge will be to convince trace
owners of the necessity to share data, and that data sharing
induces no business or legal risks to them.

B. Approaches providing anomaly variability

For evaluating the detection capabilities of a system over a
wider range of network and anomaly scenarios, traces which
contain anomalies of varying intensities are required. The
intention behind is that, in the worst case, a system which
is perfectly capable of detecting an anomay of a certain
intensity might fail completely at lower anomaly intensities.
Additionally, for evaluating holistic anomaly detection systems
targeted at diagnosing anomalies of different types, traces
which contain a variety of anomalies are required.

Today, research focuses mainly on one approach to solve
the problem of anomaly diversity, namely, modification of
existing traces [8], [14], [6]. Anomalies are either injected in
existing traces of normal traffic, or anomaliesin existing traces
are amplified or attenuated. However, the degree of diversity
gained by this kind of modification is rather limited. Moreover,
a simple additive injection, or multiplicative modification of
anomalies completely disregards the impact of an anomaly on
normal network traffic [8]. For example, extracting an existing
worm scan anomaly from normal traffic and multiplying it by
a distinct factor, does not account for the reduction in normal
traffic that is induced by the scanning anomaly. Consequently,
simple injection and modification approaches are not well
suited for increasing the anomaly diversity in traffic traces.

C. Approaches for establishing ground truth

For systematically evaluating anomaly detection systems,
perfect knowledge of all anomalies in the evaluation traces
is required. More specifically, labeling of al traffic in a given
trace as either normal or anomalous is a prerequisite for deter-
mining the false positive and false negative rates of anomaly
detection systems. Today, there exist mainly two approaches
for achieving ground truth: manual anomaly labeling, and
labeling through reference systems.

Although widely applied due to alack of better alternatives,
manual labeling is not an appropriate method to achieve
ground truth. There are mainly three problems with manual
labeling of traffic traces: 1) it is biased by the knowledge
and view of the person that is labeling the trace and thus not
objective; 2) it is error-prone like every manual process; and 3)
it is not repeatable unless the labeling process is documented
in a very detailed manner.
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Fig. 1. Overview of the synthetic flow trace generation process. Flow traffic
is generated by the trace generation engine according to along/short-timescale
baseline model, and in case of an anomaly, additionally according to an
anomaly flow model.

The second common approach to achieve ground truth in
traces is anomaly labeling through reference systems. The
main problem with this approach is that it allows only for a
comparative evaluation (the system under evaluation performs
better or worse than the reference system) but not for an ob-
jective evaluation of a particular detection system. Moreover,
there is no thoroughly evaluated anomaly detection system that
could serve as a reference system today.

I11. SYNTHETIC GENERATION OF BENCHMARK TRACES

In the last section we have provided arguments which
underline that current approaches are not capable of making
evaluation traces for flow-level anomaly detection systems
widely available. Instead, we propose an aternative approach
to address privacy-concerns, anomaly variability, and ground
truth in evaluation traces. Synthetic generation of benchmark
traces with the desired characteristics according to a flow-
level traffic model. This section discusses the advantages and
challenges of our approach.

In Figure 1, we present an overview of the synthetic flow
generation process. In general terms, synthetic generation of
benchmark traces is based on a baseline model which describes
normal aggregated traffic at the flow level (at long-timescales
as well as short-timescales), and different anomaly models
which describe anomalous aggregate flow traffic. Flow traffic
with annotated anomalies is generated by a trace generation
engine according to these models.

A. Privacy and anomaly variability in synthetic traces

We argue that synthetic trace generation is a viable approach
for generating benchmark traffic traces with two key charac-
teristics: (1) They do not include any privacy- or business-
sensitive information related to a particular 1SP; and (2) they
contain anomalies of different types and intensities.

Specifically, we believe that synthetic traces do not reveal
any sensitive information about actual attacks since normal
traffic, as well as anomalies, are generated purposely from
an abstract traffic model. Moreover, the traffic model can be
parameterized to reflect common network scenarios (e.g., a

middle-sized backbone network with several customer and
peer PoPs), instead of reflecting the conditions of one specific
ISP network. As a consequence, synthetic traces generated
from such an abstract traffic model do not contain any privacy-
or business-sensitive information and can thus be made avail-
able to the research community. Furthermore, anomalies of
different types and intensities can easily be generated in a
synthetic manner given that the underlying traffic models for
normal and anomal ous traffic provide the necessary parameters
to alow such variations. To summarize, in order to generate
synthetic benchmark traces with the characteristics specified
above, the underlying traffic models must provide versatile
means for parameterizing normal as well as anomalous flow
traffic.

B. Ground truth in synthetic traces

While privacy and anomaly variability are addressed by
selecting parameterizable traffic models for synthetic trace
generation, the issue of ground truth is more difficult to
solve. Since anomalies in synthetic traces are generated on
purpose according to anomaly traffic models, ground truth
should basically be known a priori. The problem, however,
is that there is no widely agreed-on notion of norma and
anomalous network behavior. But generating synthetic traces
containing annotated anomalies implicitly requires a reference
system which defines what is norma and what is anomalous
network traffic.

There exist basically two approaches for defining anoma-
lous network behavior. A statistical approach that treats out-
liers (in some measured metrics) as anomalies, and a more
pragmatic event-driven approach which treats unusual events
such as network outages, worms, or denial-of-service attacks
as anomalies. However, both approaches do not qualify as
reference system for the following reasons: The problem with
the statistical approach is that it defines anomalies relative to
normal behavior as captured by a specific metric. In contrast,
the event-driven approach gives absolute definitions. However,
there are other problems with the event-driven approach: it
alows only for very general, descriptive anomaly definitions
which cannot easily be transformed in a traffic moddl; it
does not consider whether an event has an impact on normal
network operation or not; and it defines a restricted set of
anomalies.

Nevertheless, we prefer the pragmatic event-driven approach
over the statistical one; mainly because the statistical outlier
definition is not generic with regard to different detection
metrics, temporal and spatia aggregation levels, as well as
background traffic scenarios. To start with, we will define
an explicit set of anomalies for which we provide a detailed
definition and traffic model. We are aware of the restriction that
this approach induces: We will only be capable of generating
traces containing instances of this restricted set of anomalies.
However, this set is not limited and can be extended over
time. Moreover, normal network behavior isimplicitly defined
with this approach as being everything that is not labeled as
anomalous.



C. Modeling Normal and Anomalous Traffic at the Flow Level

Having defined normal and anomalous network behavior,
the next step is to find appropriate models that provide
a redlistic description of normal and anomalous traffic. A
common guideline in traffic modeling states that each model
should be designed for a specific purpose, in our case this is
generating benchmark traces for flow-level anomaly detection.
This specific purpose adds the following application-specific
reguirements to the general model requirements of parsimony,
transparency, and generality:

o Timescale of traffic model: The timescale that anomaly
detection systems operate at ranges from severa days
(detection systems are trained on several days of data) to
minutes (detection metrics are aggregated over intervals
of several minutes). Hence, our model must be capable of
describing the long-timescale behavior (up to one week is
presumably long enough), as well as the short-timescale
behavior (down to one minute) of network traffic.

« Flow characteristics to be modeled: Generation of flow
traces requires modeling of different flow parameters
which are frequently used for anomaly detection: vol-
ume metrics use parameters such as packets and bytes,
and spatial metrics use parameters such as source and
destination addresses and ports.

« Realistic and versatile anomaly models: For generating
benchmark traffic traces, the model must be capable of
generating anomalies of varying intensities, and it must
consider the impact of an anomaly on normal network
traffic.

IV. RELATED WORK

Although several flow-based traffic models have been de-
veloped in previous work, we are not aware of a traffic model
that meets al requirements specified in the last paragraph. The
flow models proposed in [14], [3], [5], [12] all describe volume
flow parameters, but they completely disregard spatial flow
parameters such as | P addresses and ports. Consequently, these
models are not suitable for evaluating anomaly detection sys-
tems which apply spatial aggregation metrics such as entropy.
Additionally, several of the proposed models concentrate on
describing the short-term behavior (at timescales of less than
a minute) of flows. This contradicts our first requirement.

Furthermore, the flow model proposed in [14] is the only
model that was designed for the specific purpose of testing
anomaly detection systems. However, their proposed method-
ology for generating synthetic volume anomalies falls short
in considering the interaction between anomalous and benign
network traffic. Thus their model fails to meet the third
requirement as specified above.

As already mentioned, similar problems exist with evaluat-
ing anomaly detection systems operating at the packet level.
The authors of [13] applied synthetic generation of packet-
level traces that contain certain anomalies for evaluating the
performance intrusion detection systems. Their model, how-
ever, is targeted at generating packet-level characteristics of
attacks instead of anomalous backbone traffic.

V. CONCLUSION

In this paper, we have identified three main challenges that
hinder systematic evaluations of flow-level anomaly detection
systems, namely privacy-concerns, anomaly variability, and
ground truth in traffic traces. We address several drawbacks
of current approaches that try to meet these challenges, and
argue that these approaches are not suitable for generating
benchmark evaluation traces.

Instead, we propose synthetic trace generation as an ap-
proach which has the potential of making benchmark traffic
traces available to a broad community. We present a reference
system that allows us to define normal and anomal ous network
behavior. Moreover, we define the requirements for a traffic
model that is capable of generating synthetic benchmark evalu-
ation traces with the desired properties. We discuss previously
developed flow models, and argue that none of these models
meets all specified requirements. Finally, we believe this work
opens up new directions for systematically evaluating anomaly
detection systems.
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