
TCP SYN flood use-case

SYN flood attacks are very common
Inferring Internet Denial-of-Service Activity (2006)
In 3 years: 68,700 attacks, 34,700 distinct targets

Attack tools widely available
Trinoo, Tribe Flood Network, TFN2K, 
Stracheldraht
Ability to manage the agent network
Sophisticated (decoy packets sent to non-target 
networks, encryption, no communications from 
agents to master)

Can target many services (web, e-mail, authentication,…)

Motivations SYN flood attack

The handshake ensures that both sides are ready to 
transmit data
Both sides know that the other end is ready before 
transmission actually starts
In an attack, no CONNECT ACK is sent by the attacker
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Benefits
Programmable devices
Flexible detection and reaction systems

Evaluation results
~40 seconds for detecting and responding to attacks
Attack blocked at entry points
Victim available to legitimate clients
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Algorithm Parameters

Uses widely known cumulative sum algorithm (CUSUM) – a 
good function for attack detection
Counts TCP SYN and SYN/ACK packets
Attack is detected when a given threshold is exceeded

1 - monitoring data: IPFIX records
2 - monitoring data: aggregated IPFIX records
3 - attack notifications: contain address of the victim
4 - SM triggers traceback, VD returns entry points of attack
5 - response activation: API in the FE
6 - response deployment: response is enforced in devices
If no more attack notification, the response is removed 
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