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Network Telescopes
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— More than 2 milliards of packets from may to december 2004
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Honeypot and Honeynet

Leurre.com project: data for all days (11 millions of packets
from may to december 2004)

43 platforms worldwide
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Research challenges

Comparison of honeynets and telescopes
. Kind of analysis

. Results

Use of a generic method
. For honeynets and telescopes

. Analyze aggregated data and track temporal evolution

Configurations errors analysis

. Firewalls and routers configurations

Security policy modifications



Centrality in a graph at a time moment

Detect topology changes - variations of the maximal
centrality (Locality)

Yr(v) = #edges of the subgraph of the k nearest neighboors of v

M, = max g(v)

vEvertices

k—a)




Tracking topology changes

(Vkt(v) = fig 1,7 (V))
max(dx.¢,r(v), 1)

Topology changes = variations of e (v) =

the maximal centrality (Localit t—1
y ( y) ﬁk,t,r(?)) = % * Z Tpk,t’ (1;)
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Intersection graphs
Source IP addresses analysis

Goal

. Detect if probes / subnetworks detect a larger panel of
source |IP addresses

Honeynet

. From may to december 2004, per weeks (11 millions
of packets — 1,8 GB)

. Per platform (3 destination |IP addresses)

Modeling: 2 platforms (vertices) are linked if the
common addresses < threshold
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Intersection graphs
IP source addresses

Honeynet
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Intersection graphs
Source IP addresses

elescope

. From August 26 to 31, per hour (460 millions of
packets — 24,1 GB)

. By /16 subnetwork

Modeling : 2 subnetworks (vertices) are linked if
common source |P addresses < 5%

-> Locality = 0 all time except at the beginning

5% >> 0,25 % - much higher redundancy than the
honeypot
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Intersection graphs
Source ports analysis

Objective

. Detect if probes / networks see a larger panel
of open source ports (SYN + ACK)

Honeynet
. By platform (3 destination IP addresses)

Modeling : 2 platforms (vertices) linked if
common open source ports < threshold
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Intersection graphs
Source port analysis

Honeynet
. Maximal locality (threshold = 10 %)
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few vertices - the
platforms detect the
same ports

Peak = when the
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different

(backscatter packets
only)
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Locality
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Intersection graphs
Source ports analysis : telescope
. By /16 subnetwork

.. Modeling : 2 subnetworks (vertices) linked if
common source ports < 5%

No difference between
| subnetworks
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Intersection graphs
Attack tool fingerprinting

Objective
. Monitor the acknowledgment

numbers in order to detect the

use of the same attack tool Mok = 9335 + 1\ /Ack Ja3s 4 1
Hon eyn et Telescope / Honeynet

. From may to december 2004, per week

. By platform (3 destination |IP addresses), only when
the port is open

Modeling: 2 platforms (vertices) linked if common
acknowledgment numbers > 90 % o




Intersection graphs
Attack tool fingerprinting

Honeynet
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Intersection graphs
Attack tool fingerprinting
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Week 41: same tool generator number
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Configuration errors

Goals

. Highlight the configuration errors of the Internet
Service Provider and their customers

. Comparison of the honeynet results (1,8 GB) with
data from the telescope (120 GB)
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Per 100 000 addresses

Configuration errors
Source IP addresses

. Abnormal IP addresses as source |IP addresses
(victim packets)

. Honeynet : per month and per 100 000 addresses
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Per 1590 000 ag:!gjresseswU

Configuration errors

Source IP addresses
. Honeynet : per month and per 100 000 addresses

- DHCP + router configuration error

- Private addresses: private
subnetwork connected to Internet +
router problem
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Per 100 000 addresses

Configuration errors
Source IP addresses
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Security policy changes

ICMP ‘Destination Unreachable implies that the
host is can not be connected to:

. Several codes show the reason - very helpful for
the administrator but can give some clues to the
attackers about the use of a firewall and its
configuration
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Security policy changes

ICMP ‘Destination Unreachable’

. Telescope : the percentages of each codes
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Security policy changes

ICMP ‘Destination Unreachable’
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Security policy changes

ICMP ‘Destination Unreachable’

. Telescope : the percentages of each codes
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Security policy changes

ICMP ‘Destination Unreachable’

. Telescope : the percentages of each codes
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Security policy changes

ICMP ‘Destination Unreachable’

. Honeynet : percentages of each codes
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Security policy changes

ICMP ‘Destination Unreachable’

. Honeynet : the percentages of each codes
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Same results but smoother than the telescope
(probes distribution)
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Conclusions

. Intersection graphs as a method for large scale
data analysis

. Tracking temporal patterns in the monitoring
platform

. Honeypots and telescopes are complementary
and analysis was done on a common timeframe

. Observing configuration trends at the Internet
level
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