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NextGRID Project

e This work is part of NextGRID project, an FP6 EU Funded
Project, started in September 2004

 NextGRID Vision: An architecture for Next Generation
Grids which will enable its widespread use by research,
iIndustry and the ordinary citizen thus creating a dynamic
market place for new services and products

e This work is in the context of an intrusion detection
system(IDS) for NextGRID: how denial of Web services
can be detected and defended effectively
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What 1s a Web Service?

e According to W3C, “A Web Service is a software system
designed to support interoperable machine-to-machine
Interaction over a network. It has an interface described in
a machine-processable format (specially Web Service
Definition Language (WSDL). Other systems interact with
the Web service in a manner prescribed by its description
using SOAP messages, typically conveyed using HTTP
with an XML serialization in conjunction with other Web-
related standards”

* Current Service Oriented Architecture (SOA) practical
basis
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Denial of Web Services (DoWS)
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Related Work

* Denial of Services (DoS)
— Much existing work, but none specifically focusing on DoWS

* Web services security

— Several specifications focusing on authentication, authorization,
confidentiality, etc

— No work on DoWS

e Our approach

— Combination of DoS defence technologies with specific Web
services protocol features

— An approach deployed in the victim network
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Two-Phase Access of a Web Service

 Phase 1: retrieving a WSDL file for a Web
service

e Phase 2: constructing requests conformant to
this WSDL file

e Access control to WSDL iIs not the final
solution

— stolen WSDL,; man in-the-middle; open Web
services ...
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WSDL Session

 Making Web services session aware by:

— phase 1: binding the user information into
WSDL port address part as:

<wsdl:port ....>

<wsdl:soap:address
location=http://original part/hashed user information/>

</wsdl:port>

— phase 2: constructing Web service requests
using the customized WSDL
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Defence Framework
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Filter Related Work

e IBM proposed a privilege addresses based filter

 Watchguard Technologies Inc. proposed a filter that
throws requests randomly when the incoming rate is
high
— count requests; only accept requests with a count
dividable by a predefined parameter;

e Other filters deployed at the network layer (not
directly related to our work)

e Our objective: a fair shared Web services system
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Filtering Algorithm (1)- Parameters

Number of total Maximum Processed Requests per unit time
(NMPR);

Current total Number of Processed Requests (CNPR);
Current Work Load (CWL);
Current Number of Sessions (CNS);

Current Number of Processed Requests from a Session id
(CNPRS);

Current Number of Maximum Permitted Requests for a user
(CNMPR);

Threshold: a value beyond which the algorithm will switch to the
DoWS defence stage;

Number of Sessions that shows good Fairness per unit time
(NSF);
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Filtering Algorithm (2)- Description
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Filtering Algorithm (3)-Analysis

Session IDs based filtering algorithm
Whitelist for valid (registered) and legal session IDs
Blacklist for valid but illegal sessions IDs used by attackers
— Invalid session IDs are filtered out directly
Accepted requests with no condition
— New valid session id observed
— CNS > NSF: indication of fair shared system
Accepted requests with conditions

— CNPRS (incoming_request. session_id) < CNMPR

» Two stages: before threshold, CNMPR is fair share based; after
threshold, CNMPR is set to min(CNMPR, NMPRS)

13



Implementation
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Preliminary Experiment Result

service response time [ms]

120

100

(0]
o

D
o

N
o

N
o

0 T

Service Response Time under DoWS Attack

------- Without protection

——— With protection

1 15 29 43 57 71 85 99 113

occurrence of normal requests

« Without protection,
response time fluctuates
greatly

» With protection, response
time is even in most time

» Extra load introduced by the
protection mechanism is low
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Discussion

Assumption of our framework

— No assumption of few attacking sources (imaging
distributed DoS attack), but assumption of obtaining
few valid sessions

WSDL retrieving security
Session aware Is essential
False positive problem

Conformant to Web services protocols
— No change to client programming models
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Thank youl!
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